IT Security Expert

CrediaBank, which was created through the merger of Attica Bank and the former
Pancreta Bank, is looking for an IT Security Expert to join our dynamic team.

Job details
Job type: Full-time

Location: Athens, Greece
Apply via Linkedln or email: recruitment@crediabank.com

About the job

As an IT Security Expert, you will assume a pivotal role in orchestrating and
coordinating all activities required to safeguard the security of the Bank's infrastructure
and information systems. This involves identifying and mitigating security risks, ensuring
confidentiality, integrity and availability of data and information. Reporting directly to
the Head of Information Security, this role demands balance of initiative and
collaborative teamwork, demonstrating commitment to the achievement of both team
and organizational goals.

Responsibilities:

e Designs, implements and supports Information Security Systems in alignment with
the Bank's Information Security Framework while addressing institutional and
regulatory requirements, related to information security

e Conducts vulnerability assessments on the Bank's information systems and
demonstrates a proactive approach to risk mitigation

e Collaborates with external specialized security service providers to perform
thorough penetration tests on the Bank's IT systems

e Provides support to the security information systems daily operation of and promptly
addresses hardware and software issues to maintain optimal functionality

e Collaborates closely with development and operation managers for the design and
implementation of Information Security Policies and Frameworks ensuring
compliance with the regulatory framework

e Stays abreast of international trends in security technology, analyzes developments
and makes recommendations for the optimal utilization of modern IT technologies
in information security

Qualifications:

e Bachelor's degree in computer science or related fields

¢ Postgraduate degree in a relevant field of study will be considered an asset

e Very good command of the English language, both written and spoken

e Excellent computer skills and proficiency in MS Office applications

e Minimum of 3 years of demonstrated similar professional experience

e Familiar with various operating systems and network components, especially those
commonly used in networking environments (Windows, Linux, LDAP, DNS, RADIUS,
NTP, Domain Controllers etc.)
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e Any knowledge or experience in products such as Fortigate, Symantec Products,
F5, Imperva WAF or other relevant experience OT/ loT security will be considered
as plus.

e In-depth knowledge of firewall technologies, network protocols and security
architecture

e Project Management knowledge underpinning the ability to orchestrate security
initiatives

e Strong understanding of the developments in the digital market and artificial
intelligence along with In-depth knowledge of security and technology risks

e Consistency and organizational acumen along with a results-driven mindset,
dedicated to achieving and exceeding established security objectives

e Flexibility and adaptability in a fast-paced working environment

e Keen interest in continuous learning, enabling effective navigation and a
commitment to staying ahead of emerging trends and technologies in the ever-
evolving field of IT security.

About CrediaBank

CrediaBank was created through the merger of Attica Bank and the former Pancreta
Bank and is the 5th largest bank in Greece in terms of assets. It is a modern banking
institution with a network of 66 branches and 5 business centers across the country,
serving approximately 300,000 individuals and businesses with a wide portfolio of
deposit, investment, and insurance products, mutual funds, loans, and brokerage
services. Customer service is a top priority for CrediaBank, which is why it is the only
bank that welcomes customers both with and without appointments, offers cashier
services available throughout the day, and operates with extended hours through the
CrediaConnect service. CrediaBank operates as a credit institution supervised by the
Bank of Greece, strictly applying both European and national regulatory frameworks
governing the operation of banks. More information about the Bank is available on our
website www.crediabank.com

We respect your personal data

CrediaBank, taking into account that the personal data of candidate employees is of
great importance, informs you in accordance with Regulation (EU) 2016/679 and the
relevant provisions of the applicable Greek legislation for the protection of personal
data, in its capacity as controller of the type of personal data it collects, the reason
they are collected and processed and how long they are retained here.

Equal Opportunity Employer

CrediaBank believes that its strength lies in its people and promotes a safe, dignified
and inclusive working environment with zero tolerance for any form of discrimination,
violence or harassment. We review all applications with equality, transparency and
respect for human rights.
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